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ABSTRACT

The National Institute of Standards and Technology (NIST), which is working on the Post-Quantum Cryptography (PQC)
standardization project, announced four algorithms that have been finalized for standardization. In this paper, we demonstrate
through experiments that private keys can be exposed by Correlation Power Analysis (CPA) and Differential Deep Learning
Analysis (DDLA) attacks on polynomial coefficient-wise multiplication algorithms that operate in the process of generating
signatures using CRYSTALS-Dilithium algorithm. As a result of the experiment on ARM-Cortex-M4, we succeeded in
recovering the private key coefficient using CPA or DDLA attacks. In particular, when StandardScaler preprocessing and
continuous wavelet transform applied power traces were used in the DDLA attack, the minimum number of power traces
required for attacks is reduced and the Normalized Maximum Margines (NMM) value increased by about 3 times.
Conseqently, the proposed methods significantly improves the attack performance.
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1. A= R

2. (s;.5) =8, x st

3. t=Ads; + s,

4. return(pk = (A.#), sk = (A.t,5,.5,))

Sign(sk, M, g)

1. z= L

2. while z= 1 do {

3. v= S:fl,l

4. = HighBits(Ay.2y,)

5, ¢ = H(Ml|wl) € B,

6. z=y+cs,

7. if((llzll,, = ¥, —8) or
([ LowBits(Ay —cs5 27 )l = 75— B)
then z= 1L

8. return(s = (z.¢))

Verify(pk, M, 6 = (z,¢))

1. w'= HighBits(Az—ct, 27,)

2.3 (I, < yl—ﬁ) and (¢ = H (M wl’)))
then accept signature

Fig. 1. Dilithium signature scheme
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Table 1. LSP candidate coefficient selection

Valid candidate coefficients

0x12a0 | 0x2895 | Ox44a8 | Ox6eds | 0x912a | 0xb580 | 0Oxbb58 | Oxc7da | 0xd76b

High-bit noise (false positives)

0x1000 | 0x4000 | 0x5000 | 0x5800 | 0x6000 | 0x8000 | 0xa000 | 0xb000 | 0xc000 | 0xe000 | 0xf000
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Fig. 6. Fast DDLA result on LSP using MSB
label

Table 2. Fast DDLA result on LSP using all
labels
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Table 3. NMM calculated in Dilithium Fast DDLA
attack result on correct key coefficient

Plain Standard | StandardScaler
Scaler + CWT
HW -3.13 2.41 5.02
MSB -0.86 18.88 66.64
LSB -3.10 -0.49 -1.92
HW_B -2.71 20.67 60.35
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